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(54) BIOMETRICS INPUTTING DEVICE AND BIOMETRICS COLLATING DEVICE 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a biometrics inputting device capable of 
surely verifying a person himself or herself without generating any security hole even 
when biometrics inputting part and processing part are not necessarily integrated. 
SOLUTION: A fingerprint sensor 1 1 photographs a fingerprint picture when a finger is 
touchedand converts the photographed input picture into digital dataand transmits it 
to a picture enciphering part 13. The picture enciphering part 13 enciphers the input 
picture based on an encipherment key from an encipherment key holding part 12. A 
picture decoding part 21 decodes the signal received from the fingerprint inputted 
device 1 by using the key from the encipherment information holding part 24. A 
fingerprint feature extracting part 22 calculated features to be used for fingerprint 
collation from the picture information being the decoded result. A fingerprint feature 
collating part 23 collates the fingerprint features obtained by the fingerprint feature 
extracting part 22 with the fingerprint features of a user registered for an each user 
fingerprint registration information table 26and transfers the result to a collated result 
judging part 25. 



CLAIMS 



[Claim(s)] 

[Claim 1]A biometrics inputting device comprising: 

A sensor means which digitizes biometrics which is the living body feature peculiar to 
an individjal. 



Confidential information holding mechanism holding an enciphering key which is the 
confidential information set up beforehand. 

A biometrics encoding means which enciphers and outputs biometrics digitized by said 
sensor means based on an enciphering key held at said confidential information 
holding mechanism. 

[Claim 2]The biometrics inputting device according to claim 1 constituting said sensor 
meanssaid confidential information holding mechanismand said biometrics encoding 
means as; an indivisible portion. 

[Claim 3]The biometrics inputting device according to claim 1 or 2 using a fingerprint 
as said biometrics. 

[Claim 4]A biometrics inputting device comprising: 

A sensor means which digitizes biometrics which is the living body feature peculiar to 
an individual. 

Confidential information holding mechanism holding an enciphering key which is the 
confidential information set up beforehand. 

A digital-watermarking encoder which embeds an enciphering key held at said 
confidential information holding mechanism at biometrics digitized by said sensor 
means as digital watermarking. 

[Claim 5]The biometrics inputting device according to claim 4 constituting said sensor 
meanssaid confidential information holding mechanismand said biometrics encoding 
means as an indivisible portion. 

[Claim 6]The biometrics inputting device according to claim 4 or 5 using a fingerprint 
as said biometrics. 

[Claim 7]Holding mechanism holding an enciphering key which is the confidential 
information beforehand set up for every biometrics inputting deviceA decoding means 
which decrypts the biometrics concerned using an enciphering key peculiar to said 
biometrics inputting device held at said holding mechanism at the time of an input of 
biometrics enciphered based on said enciphering keyA biometrics collating unit having 
a collation processing means to perform collation processing of said biometrics 
decrypted by said decoding means. 

[Claim 8]The biometrics collating unit according to claim 7 using a fingerprint as said 
biometrics. 

[Claim 9]A decoding means which decrypts the biometrics concerned using an 
enciphering key peculiar to said biometrics inputting device which came to hand 
separately at the time of an input of biometrics enciphered based on an enciphering 
key which is the confidential information beforehand set up for every biometrics 
inputting deviceA biometrics collating unit having a collation processing means to 
perform collation processing of said biometrics decrypted by said decoding means. 
[Claim 10 |The biometrics collating unit according to claim 9 using a fingerprint as said 



biometrics. 

[Claim 1 l]A biometrics collating unit comprising: 

Holding mechanism holding an enciphering key which is the confidential information 
beforehand set up for every biometrics inputting device. 

A means which takes out said enciphering key from the biometrics concerned at the 
time of an input of biometrics where said enciphering key was embedded as digital 
watermarking. 

A means to compare said the taken-out enciphering key with an enciphering key held 
at said holding mechanismand to judge the justification of a signal from said 
biometrics inputting device. 

A collation processing means to perform collation processing of said biometrics using 
the decision result. 

[Claim 1J!]The biometrics collating unit according to claim 1 1 using a fingerprint as 
said biometrics. 

[Claim 13]A biometrics collating unit comprising: 

A means which takes out said enciphering key from the biometrics concerned at the 
time of an input of biometrics where an enciphering key which is the confidential 
information beforehand set up for every biometrics inputting device was embedded as 
digital watermarking. 

A means to compare said the taken-out enciphering key with confidential information 
peculiar to said biometrics inputting device which came to hand separatelyand to 
judge the justification of a signal from said biometrics inputting device. 
A collation processing means to perform collation processing of said biometrics using 
the decision result. 

[Claim 14]The biometrics collating unit according to claim 13 using a fingerprint as 
said biometrics. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention]Especially this invention relates to the biometrics inputting 
device and biometrics collating unit for the user authentication in an information 
security etc.and identification about a biometrics inputting device and a biometrics 
collating unit. 
[0002] 

[Description of the Prior Art]In the information service which leadsthe electronization 
and the network of information for reservation of the security which opposes the 



injustice and crime of tapping and an alterationand "spoofing" of dataRealization of 
personal dentification for the partner of whether human being who accesses 
information is a user with just authorityand exchange of value to check whether you 
are a user whom he desires serves as indispensable conditions. 
[0003]Although the magnetic card and the password are used for personal 
identification nowFor examplewhen a card is lost or you forget a passwordin any 
casethere is a problem that others become and clear up easily by a theft and 
forgeryor a furtive glance and a guessas well as there being inconvenient [ that the 
person himself/herself cannot useeither ]. 

[0004]Thenthe biometrics which solves these problems is used. The living body 
feature peculiar to an individual [ like a fingerprint ] whose biometrics is is used. It is 
supposed that the fingerprint which is a pattern of dermatoglyphic of human being's 
fingertip has the feature - "permanent throughout the life" "unique throughout the 
world"and since the same fingerprint is restored from the eternal dermis of the back 
even if epidermis receives damageit is widely known as biometrics which enables a 
precise individual's identification. 

[0005]A ' biometrics inputting device" with which the system which attests an 
individual by biometrics acquires fundamentally the biometrics which the user 
presented by the system sideThe "feature extraction part" which searches for the 
feature which processes the inputted data and is used for collationlt comprises 
"collation and a judgment part" which compares with registration data and input data 
(the features) the registration data ("template") about the registered user who asks 
beforehand and memorizesand determines whether be the same person. 
[0006]The feature is similar enough as a result of collationand if judged with the 
presentation person of biometrics being a registered userthe authentication demand 
person can receive the service to demand by an authentication success. Hereaftera 
fingerprint is mentioned and explained as an example of biometrics. 
[0007]In order to acquire an optical systemespecially a high contrast picture 
conventionally as an input device of a fingerprintonly the method of using the total 
internal reflection in prism has been used. After this applies the light emitted with the 
LED (Light Emitting Diode) light source to prisma photo detector like CCD (Charge 
Coupled Device) receives itUnevenness of the finger put on the reflector of prism is 
made to reflect in the difference in reflectanceand is digitaHmageHzed. 
[0008]The unevenness is sensed in recent years as an element which makes sensing 
other than an optical system possible from the fingerprint which carried out direct 
contact on the surface of the semiconductor chipfor examplethe thing of a capacitive 
sensing methodthe thing of the method which detects temperature and the difference 
of an electric fieldetc. are being put in practical use. 
[0009] 

[Problem(s) to be Solved by the Invention]The method of an input device performing 
only the input of a fingerprint and carrying out as a realization method of fingerprint 



authentication processingby the server etc. which were connected with PC (personal 
computer) to which identification processing was connectedor the network may be 
taken. 

[0010]Thuswhen the fingerprint input device (scanner) and the collation processing 
section have dissociatedan input device (called an input scanner and an input sensor) 
inputs a fingerprint imageit is sent to PC through a cable etc. and feature 
extractionand collation and decision processing are performed there. 
[001 1]A cable is changedother information machines and equipment are tied with 
such compositionand there may be a security attack of inputting into a collation 
processing section the image data of others' fingerprint which came to hand at other 
opportunities [ an input sensor ]. In this casealthough the fingerprint of the person 
himself/herself who demands service is considered and service is permitted in a 
collation processing sectionit may happen that it was others' fingerprint actually. 
[0012]Thenwithout producing a security holeeven when the purpose of this invention 
cancels the above-mentioned problem and the biometrics input part and the treating 
part are not necessarily unifyinglt is in providing the biometrics inputting device and 
biometrics collating unit which can perform positive personal identification. 
[0013] 

[Means for Solving the Problem]A biometrics inputting device by this invention is 
provided with the following. 

A sensor means which digitizes biometrics which is the living body feature peculiar to 
an individual. 

Confidential information holding mechanism holding an enciphering key which is the 
confidential information set up beforehand. 

A biometrics encoding means which enciphers and outputs biometrics digitized by said 
sensor means based on an enciphering key held at said confidential information 
holding mechanism. 

[0014]Other biometrics inputting devices by this invention are provided with the 
following. 

A sensor means which digitizes biometrics which is the living body feature peculiar to 
an individual. 

Confidential information holding mechanism holding an enciphering key which is the 
confidential information set up beforehand. 

A digital-watermarking encoder which embeds an enciphering key held at said 
confidential information holding mechanism at biometrics digitized by said sensor 
means as digital watermarking. 

[001 5]A biometrics collating unit by this invention is provided with the following. 
Holding mechanism holding an enciphering key which is the confidential information 
beforehand set up for every biometrics inputting device. 



A decoding means which decrypts the biometrics concerned using an enciphering key 
peculiar to said biometrics inputting device held at said holding mechanism at the time 
of an input of biometrics enciphered based on said enciphering key. 
A collation processing means to perform collation processing of said biometrics 
decrypted by said decoding means. 

[0016]Other biometrics collating units by this invention are provided with the following. 
A decoding means which decrypts the biometrics concerned using an enciphering key 
peculiar to said biometrics inputting device which came to hand separately at the time 
of an input of biometrics enciphered based on an enciphering key which is the 
confident al information beforehand set up for every biometrics inputting device. 
A collation processing means to perform collation processing of said biometrics 
decrypted by said decoding means. 

[001 7]Another biometrics collating unit by this invention is provided with the following. 
Holding mechanism holding an enciphering key which is the confidential information 
beforehand set up for every biometrics inputting device. 

A means which takes out said enciphering key from the biometrics concerned at the 
time of an input of biometrics where said enciphering key was embedded as digital 
watermarking. 

A means to compare said the taken-out enciphering key with an enciphering key held 
at said holding mechanismand to judge the justification of a signal from said 
biometrics inputting device. 

A collation processing means to perform collation processing of said biometrics using 
the decision result. 

[001 8] Furthermore it is based on this inventionanother biometrics collating unit is 
provided with the following. 

A means which takes out said enciphering key from the biometrics concerned at the 
time of an input of biometrics where an enciphering key which is the confidential 
information beforehand set up for every biometrics inputting device was embedded as 
digital watermarking. 

A means to compare said the taken-out enciphering key with confidential information 
peculiar to said biometrics inputting device which came to hand separatelyand to 
judge the justification of a signal from said biometrics inputting device. 
A collation processing means to perform collation processing of said biometrics using 
the decision result. 

[0019]That isa biometrics inputting device of this invention is enciphering biometrics 
data acquired with an input device with a key peculiar to an input deviceor embedding 
data peculiar to an input device as digital watermarkingand enables a check of the 



justification of a biometrics inputting device by the collating-unit side. 
[0020]Since it becomes possible to detect it when a biometrics inputting device is 
converted and replaced by this or an output signal is replacedlt becomes possible to 
perform positive personal identificationwithout producing a security holeeven when a 
biometrics input part and a treating part are not necessarily unifying. 
[0021] 

[Embodiment of the Invention] Nextworking example of this invention is described with 
reference to Drawings. Drawing 1 is a block diagram showing the composition of the 
biometric s inputting device by one working example of this invention. An example of 
the composition in the case of logging in a user with a fingerprint in PC etc. in drawing 
1_is shownthe fingerprint input device 1 is connected to PC by local connection of a 
cable etc. and the fingerprint collating part 2 operates by the software on PC. 
[0022]The fingerprint input device 1 is equipped with the fingerprint sensor 1 land 
when a user's finger contactsafter the fingerprint sensor 1 1 photos the fingerprint 
image and changes the photoed inputted image into digital datait is sent to the picture 
enciphering part 13. The enciphering key attaching part 12 holds the enciphering key 
peculiar to the individual of the fingerprint input device 1 as confidential information 
which is r ot known by the general user etc. This is a 256— bit bit string etc.for 
example. 

[0023]The picture enciphering part 13 receives the enciphering key from the 
enciphering key attaching part 12and performs encryption processing of an inputted 
image by making this into a key. Although the encryption method of a common secret 
key method which makes DES (Data Encryption Sandard) an example can be used as 
this encryption processingit is also possible touse the cipher system of a public key 
system (asymmetric cipher system) which makes a RSA method an example on the 
other hand. In this casethe secret key which the fingerprint input device 1 has will be 
used for encryption. 

[0024]The method of adopting the scramble processing shifted or replaced for every 
line of an inputted image or pixel depending on a use even if it is not complicated 
encryption processingand putting on the enciphering key attaching part 12 by using as 
an enciphering key the rule which specifies the scramble is also possible. 
[0025]On the other handit is desirable to constitute the fingerprint sensor 1 1the 
picture enciphering part 13and the enciphering key attaching part 12 from an 
indivisible method as construction of the fingerprint input device 1. The unjust third 
party who aims at a decipherment and reconstruction of the portion here as it is 
indivisibleDecode the internal signal from the fingerprint sensor 1 1 to the picture 
enciphering part 13and the internal signal from the enciphering key attaching part 12 
to the picture enciphering part 13orI hear that it constitutes so that those signals 
may be replaced by the signal from the outsidethe contents of each component may 
be decoded or it cannot convertand it is. 

[0026]The method of burning the picture enciphering part 13 and the enciphering key 



attaching part 12 is effective on the chip same as this real overseas subsidiary as the 
semiconductor chip which performs image acquisition of the fingerprint sensor Hand 
digitization. As an examplethe imager chip of CMOS (Complementary Metal Oxide 
Semiconductor) is used as an image pick-up part of the fingerprint sensor 1 1 There 
may be mounting of performing from maintenance of an encryption key to 
encipherrnent arithmetic on the same chipand making the enciphered result into an 
output signal. 

[0027]Or fingerprint sensing of the capacitive sensing method by a semiconductor 
sensor can be used as a fingerprint image acquisition method of the fingerprint sensor 
1 land it can also be said that from maintenance of an encryption key to 
encipherrnent arithmetic is mounted on the semiconductor sensor. 
[0028]In the fingerprint collating part 2 connected to the fingerprint input device 1 by 
local connection of a cable etc.to the encipherrnent information attaching part 24 of 
the inside. For every individual of the fingerprint input device 1 which the fingerprint 
collating part 2 connects and usesa peculiar enciphering key is made into the 
identifier (device ID) of the input deviceand a pairand is memorizedand the key 
corresponding to device ID of the fingerprint input device 1 which should be 
connected now is passed to the fingerprint decoding section 21. The image decoding 
part 21 decodes the signal received from the fingerprint input device 1 using the key. 
[0029]it has that this decoding processing can restore the right meaningful signal 
using the thing corresponding to the contents of processing of the picture enciphering 
part 13 of the fingerprint input device land the justification of the signal sent from 
the fingerprint input device 1 and there is checked — things — ** 
[0030]For exampleif the picture enciphering part 13 uses the encryption method of 
the common secret key methodWhen decoding using the same key as what was held 
at the enciphering key attaching part 12 is performed and it can decode correctly 
nowit can check that the signal sent from the fingerprint input device 1 and there is 
just. 

[0031]If it is a cipher system of a public key system (asymmetric cipher system)it will 
decode using the public key corresponding to the secret key held at the enciphering 
key attaching part 12 of the fingerprint input device 1. When it can decode correctly 
nowit can check that the signal sent from the fingerprint input device 1 and there is 
just 

[0032]The picture enciphering part 13 shifts for every line of an inputted imageor 
pixelorAlso when the scramble processing to replace is usedit holds to the 
encipherrnent information attaching part 24 by using as a key the rule which specifies 
the scramble which the enciphering key attaching part 12 should haveand decryption 
corresponding using it is performed. When it can decode correctly nowit can check 
that the signal sent from the fingerprint input device 1 and there is just. 
[0033]The fingerprint feature extraction part 22 calculates the feature used for 
fingerprint authentication from the picture information of the result decoded by the 



image decoding part 21. The fingerprint registration information table 26 classified by 
user holds the fingerprint feature information used for fingerprint authentication for 
every user. The fingerprint feature collating part 23 performs collation with the 
fingerprint feature searched for by the fingerprint feature extraction part 22and a 
user's fingerprint feature registered into the fingerprint registration information table 
26 classified by userand passes a result to the collation result determining part 25. 
[0034]As an example of realization of the fingerprint collation device containing the 
above fingerprint sensor 1 1the fingerprint feature appearance part 22and the 
fingerprint feature collating part 23there is "fingerprint collation device" indicated to 
JPS56-24675A or JPH4-33065A. 

[0035]In the "fingerprint collation device" indicated to JPS56-24675A. The local 
coordinates system determined by each focus peculiar with the positions X and Y and 
the direction D of each focus by which a fingerprint pattern is characterized when 
comparing a fingerprint etc. these days in the neighborhood divided into two or more 
sectorial regions The ridge count of a dot and the above-mentioned focusThat isby 
inspecting relationhigh-precision collation is enabled stably. 

[0036]In the "fingerprint collation device" indicated to JPH4-33065Ait is supposed 
that it participates in neither the theft of a passwordnor oblivionand that operativity is 
excellent and it is possible in reliable identification by performing collation with one 
finger or two or more fingers of alland the input fingerprint which are registered. 
[0037]The collation result determining part 25 synthesizes the justification of the 
signal sent from the fingerprint input device land the result of the fingerprint 
authentication called for by the fingerprint feature collating part 23and outputs them 
as a result of personal identification. It searches for the key information which must 
be [ that the fingerprint collating part 2 is peculiar to the fingerprint input device 1 
which should be used as stated previouslyand ] secret from the table of the 
encipherment information attaching part 24the signal sent from the fingerprint input 
device 1 using it is decodedand it checks whether it is the right meaningful signal. 
[0038]When it means having agreed in the form of the signal outputted from the 
fingerprint sensor 11 in the right meaningful signal li.e.a fingerprint input deviceand 
this has agreedthe fingerprint input device 1 is justlt is judged that a fingerprint 
collated result is a reliable thing noting that it is able to check that the signal from the 
fingerprin 1 : input device 1 is not changed on the way. 

[0039]Since iton the other handmeans that didn't it have the just fingerprint input 
device 1or the signal from the fingerprint input device 1 was changed on the way 
when it is not able to decode [ agree ] correctlyit will be judged that a fingerprint 
collated result is not a reliable thing. 

[0040] Drawing 2 is a block diagram showing the composition of the picture input 
device by other working example of this invention. In drawing 2 an example of the 
composition in the case of logging in a user with a fingerprint in PC etc. is shown like 
one working example of this inventionthe fingerprint input device 3 is connected to 



PC by local connection of a cable etc.and the fingerprint collating part 4 operates by 
the software on PC. 

[0041 ]The fingerprint input device 3 is equipped with the fingerprint sensor 1 land 
when a user's finger contactsafter the fingerprint sensor 1 1 photos the fingerprint 
image and changes the photoed inputted image into digital datait is sent to the digital- 
watermarking encoder 31. The fingerprint input device confidential information 
attaching part 33 holds confidential information peculiar to the individual of the 
fingerprint input device 3 as confidential information which is not known by the 
general user etc. This is a character string like a passwordetc.for example. 
[0042]The digital-watermarking encoder 31 receives the confidential information from 
the fingerprint input device confidential information attaching part 33and embeds this 
with a digital-watermarking encoding method at an inputted image. With electronic 
watermark technologyit has the following features. 

[0043]. Namely(1) watermark data can be embedded in the invisible state into 
contents. (2) It has the feature that it is difficult for a third party to remove digital 
watermarkingwith the utility value of (4) contents which they can remain even if (3) 
watermarks which can be extracted when those who embedded the watermark are 
required process contentsand can be extracted maintained. (2) sets up information 
like the key in encoding technologyand if it does not use a keyit is performed by 
establishing the structure which cannot take out information. 

[0044]Without degrading the fingerprint image which is contents by using the above- 
mentioned electronic watermark technologyelectronic watermark data can be 
embedded into it and the data can be kept secret. Without degrading a fingerprint 
image substantiallycan separate and delete watermark data and it cannot be 
changedeither. As an example of the real overseas subsidiary of electronic watermark 
technologyfor example among JPH8-241403A are the method of a descriptionart 
given in JPH10-2247933Aetc. 

[0045]By the method of a descriptionto JPH8-241403A. Although the pixel of a 
watermark picture can be inspected and the contents of the picture can be clearly 
seen by correcting the pixel to which a current image corresponds by changing the 
not a chromaticity but luminosity about each of the pixel which is not the 
"transparence" value as which the value was specifiedHe is trying to bring about the 
visible mark which considers unapproved use of a picture and in which it is stopped. 
[0046] With the art of a descriptionto JPH10-2247933A. Management of the electronic 
watermark data to insert is simplified with outputting the electronic watermark data 
inserted with the MPEG (Moving Picture Experta Group) stream in which digital 
watermarking was inserted. 

[0047]As construction of the above-mentioned fingerprint input device 3it is desirable 
like one working example of this invention to constitute the fingerprint sensor 1 1the 
fingerprint input device confidential information attaching part 33and the digital- 
watermarking encoder 31 from an indivisible method. Since the output signal of the 



digital-watermarking encoder 31 is included in the form in which a user's fingerprint 
image data appears as it isin the cryptopart 32encryption processing is performed for 
communication content secrecy. Cipher systemssuch as a secret common key 
system etc. of DES usually used oftenmay be sufficient as thisand it should just be 
sharing the decoding part 41 and key information which are described below. 
[0048]In the fingerprint collating part 4 connected to the fingerprint input device 3 by 
local connection of a cable etc. in the decoding part 41the encryption for 
communication content secrecy is solved firstand the output signal of the digital- 
watermarking encoder 31 is restored. Thenin the digital-watermarking decoder 
42decoding (decryption) processing corresponding to the method of encoding of the 
digital-watermarking encoder 31 is performedand the watermark data embedded there 
is separated and detected from a fingerprint image signal. 

[0049]The fingerprint input device 3 sends ID (identifier) peculiar to the device to the 
fingerprirt collating part 4 apart from a fingerprint image signal. In the fingerprint 
collating part 4confidential information corresponding to the individual of the 
fingerprirt input device 3 which the fingerprint collating part 4 connects and uses for 
the fingerprint input device ID attaching part 43 of the inside is made into the 
identifier (device ID) of the input deviceand a pairand is memorized. This confidential 
information is the same as that of the information currently held at the fingerprint 
input device confidential information attaching part 33 of the applicable fingerprint 
input device. 

[0050]The fingerprint input device ID attaching part 43 pulls this table by ID received 
from the fingerprint input device 3reads corresponding confidential informationand 
passes it to the fingerprint input device ID comparison part 44. The fingerprint input 
device ID comparison part 44 compares the value with the watermark data detected 
in the digital-watermarking decoder 42. If the fingerprint input device 3 is justthese 
must be in agreementotherwisewill become inharmonious. 

[0051]The fingerprint feature extraction part 22 calculates the feature used for 
fingerprint authentication from the picture information outputted from the digital- 
watermarking decoder 42. The fingerprint registration information table 26 classified 
by user holds the fingerprint feature information used for fingerprint authentication for 
every user. The fingerprint feature collating part 23 performs collation with the 
fingerprint feature searched for by the fingerprint feature extraction part 22and the 
fingerprint feature registered into the fingerprint registration information table 26 
classified by userand passes a result to the collation result determining part 25. 
[0052]The collation result determining part 25 synthesizes the justification of the 
fingerprint input device 3 which the fingerprint input device ID comparison part 44 
judgesanc the result of the fingerprint authentication called for by the fingerprint 
feature collating part 23and outputs them as a result of personal identification. If the 
information which must be [ that the fingerprint collating part 4 is peculiar to the 
fingerprint input device 3 which should be usedand ] secret is embedded as digital 



watermarking as stated previouslythe fingerprint input device 3 is justlt is judged that 

it is what can trust a fingerprint collated result noting that it is able to check that the 

signal from the fingerprint input device 3 is not changed on the way. 

[0053]Since it means that didn't it have the just fingerprint input device 3or the signal 

from the fingerprint input device 3 was changed on the way when that is not rightit 

will be judged that it is not what can trust a fingerprint collated result. 

[0054] D rawing 3 is a block diagram showing the composition of the picture input 

device by another working example of this invention. In drawing 3 the picture input 

device by other working example of this invention is extended to the fingerprint 

authentication connected with the network. 

[0055]The fingerprint input device 5 is connected to the service client 7 which a user 
uses. The POS (Point Of Sales) terminal for the public at the shop front of PC on the 
desk of a user's officePC at a user's homeor a storeetc. may be sufficient as this. 
Although these service clients work as a providing terminal of various information 
services or Electronic Commerce Technology Division to the user who is a 
customerabout the personal identification and attestation of a userit functions as a 
transparent fixer who mediates between communication with the fingerprint server 6 
and the fingerprint input device 5 without changing contents. 

[0056]The fingerprint input device 5 connected to the service client 7 has the same 
composition as other working example of this inventionand performs same operation. 
The fingerprint input picture where digital watermarking was embedded passes the 
service client 7and is sent to the fingerprint server 6. 

[0057]The fingerprint server 6 connected to the service client 7 by the network has 
the same composition as other working example of this invention fundamentallyand 
performs same operation. That isdigital watermarking is detectedthe justification of 
the fingerprint input device 5 judged by this and the result of the fingerprint 
authentication called for by the fingerprint feature collating part 23 are 
synthesizedand it outputs as a result of personal identification. 
[0058]Howeverunlike the case of other working example of this inventionthe public- 
key-encryption part 51 enciphers the confidential information held independently at 
the fingerprint input device confidential information attaching part 33 using the public 
key of the RSA method corresponding to the fingerprint server 6and a fingerprint 
image signal sends the fingerprint input device 5 to the fingerprint server 6. 
[0059]In the secret key decoding part 61the sent signal is decoded with the secret 
key corresponding to its public keyand is used for comparison in the fingerprint input 
device ID comparison part 44. The confidential information enciphered using the 
public key of the RSA method corresponding to the fingerprint server 6 can be 
decoded only with the secret key corresponding to the public key. 
[0060]Although the real overseas subsidiary that the fingerprint server 6 holds 
beforehand the pair of the confidential information and the fingerprint input device 5 
correspording to all the fingerprint input devices 5 tied in the network according to 



other working example of this invention about this portion to that inside is also 
possiblecf courseln order for the number of the fingerprint input devices 5 to increase 
and to correspond to changeexchangeetc.it can be said that the direction to which 
confidential information is sent directly is excellent in another channel in this way. 
[0061]The fingerprint server 6 tells the service client 7 about the output of the 
collation result determining part 25Restricting to the time when it has checked from 
the resul 1 : of the judgmentif the user who inputted the fingerprint is a regular user and 
the fingerprint input device 5 is a regular devicethe service client 7 provides the 
service which a user demands to the user. 

[0062]Although explanation of working example of above-mentioned this invention 
mentions and explains the case of a fingerprint as an example of biometricslf a means 
to input another biometrics for the portions of the fingerprint feature extraction part 
22 and the fingerprint feature collating part 23 as the fingerprint sensor 1 land to 
extract and compare the feature replacesit is also possible to use other 
biometricssuch as palm printa facethe irisa vasa-sanguinea~retinae patternpalm 
geometrya handand a voiceprint. For examplein the case of a voiceprintthe 
justification of an input part can be checked by being inputted with a microphone and 
giving embedding of encryption or digital watermarking with a device indivisible from a 
microphone to Ushiro's digitized voice data. 

[0063]Thusby using for communication between a biometrics inputting device and a 
collating unit a signal undecipherable other than a collating unitor the signal which 
cannot decode and change digital watermarking embedded into ita biometrics inputting 
device not being converted and replaced but judging that it is just — the person 
himself/herself — attestation can be performed. 

[0064]A biometrics inputting device is connected with a collating unit in a cablea 
networketc. by thisEven when having dissociateda cable can be changedother 
information machines and equipment can be tiedand the security attack of the kind of 
inputting into a collation processing section the image data of others' fingerprint 
which came to hand at other opportunities [ an input sensor ] can be prevented. That 
isalthough the fingerprint of the person himself/herself who demands service is 
considered and service is permitted in a collation processing sectionit cannot happen 
that it was others' fingerprint in practice. 

[0065]That iswhen are replaced with the fingerprint data from the incongruent 
scanner with which data is not registered and operation is added to some datayou can 
detect themwhen a part is lost and can make it reflected in an authentication result. 
[0066]Also when many biometrics inputting devices are on a network by taking the 
composition of another working example of this inventionuser authentication can be 
realized checking that each is just. 
[0067] 

[Effect of the InventionjAs explained aboveaccording to this inventionthe biometrics 
which is the living body feature peculiar to an individual is digitizedBy enciphering and 



outputting the digitized biometrics based on the enciphering key which is the 
confidential information set up beforehandlt is effective in the ability to perform 
positive personal identificationwithout producing a security holeeven when the 
biometrics input part and the treating part are not necessarily unifying. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1]It is a block diagram showing the composition of the biometrics inputting 
device by one working example of this invention. 

[Drawing 2]It is a block diagram showing the composition of the biometrics inputting 
device by other working example of this invention. 

[Drawing 3]It is a block diagram showing the composition of the biometrics inputting 
device by another working example of this invention. 
[Description of Notations] 
13and 5 Fingerprint input device 
2 and 4 Fingerprint collating part 

6 Fingerprint server 

7 Service client 

1 1 Fingerprint sensor 

12 Enciphering key attaching part 

13 Picture enciphering part 

21 Image decoding part 

22 Fingerprint feature extraction part 

23 Fingerprint feature collating part 

24 Encipherment information attaching part 

25 Collation result determining part 

26 The fingerprint registration information table classified by user 

31 Digital-watermarking encoder 

32 Cryptopart 

33 Fingerprint input device confidential information attaching part 

41 Decoding part 

42 Digital-watermarking decoder 

43 Fingerprint input device ID attaching part 

44 Fingerprint input device ID comparison part 
51 Public-key-encryption part 

61 Secret key decoding part 
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fc» whmt s * n»fk«*fia«r *»mt««s*« 
a 

[Rat* 2 ] fiuf B-fe Ms B»Wlt«fi»9#« 

<t lt«/s-t * * ? Ltc z. t *w&t?z>m*m 1 1B 

WWW** hy^XArtg*, 

EIKD/M'** h 'J ^A^a 
y^X^T^^MbT**;/^®^ ^»»3feiT*x 
t. ffiSBHrV^ST^^^^/MbSn/c/K*^ h 1 J 

sittwa/w ** v y ^xm»fb#«t*^Rr»3S:ffi» 

<!: LZffitiHT Z&olcLTcZt Z^Wtt t «R *H 4 IB 
«<*>/ W^-y h U ^XA^J^So 

*<fc 5 K L/c ^ <h*»» < fr^H*«4 S-fcttRSWS 
IBttO/W^-y h'J^XA^So 

*tx/c^?e«!ST^«Bi^ba^«jfr§«jf#s^, 
S«li3B^b«ic*^TB»^b*tift/^*^ h y *x 

OA*B5tc|iIffi«*#Stc«»*nteHijE/ h U 
^XA»««fflW©BHMUi*ffl^TaK/^*^ h y 

h U *X!H 

£ cfc d L i: *W a<t T *R AfcJJI 7 13K0D/ ^ * y 

hy*xRd*m. 

[R*I9] /W** h y ❖XAZllSBftU^a&KS 
*nfeW««i8T***W^fb«^»^TB8*fb*+lfe 
h 'J'>X<DA*lPStcgiMA#LfcHuIB/W*y 

hy^xOTMbr«a^b#«i. miBa*fb#«T 
^^b?n/ciui3/\v^^ h vvxvM^&m&fiom 



[R**1 0] WIB/t-f:*-* hy*X£LT»tt*fll 
^**dtcLftci:*W«tr*BI«a9IBKfl!)y<-f* 
* hy*XJH£KHo 

**h*J<7X(DAJ3mcmmjW** hy^XfrSSufB 

R*fbR«*yiiiT#«£, ^coixyaiS-n/cSuKPS^ 

<ba<hMB«Jf#®lc^*tircBi^ba<!:^JtRLT 
SufB/^r** h y ^xA^K«6^6(D«*OiEai4*¥U 

^©waeieiR^ffi^THUBB/^*^ hy 

ttiwaai 2] tuisAf** hy^xtLT*B«:*« 
*y hy^xKa^m, 

[B*3I1 3] lU** hy^XA^8«StC^A6IS 

»&£ftfc/ h y ^x<7)A;ftB$u:si£/ w*;* h 
y^x*6i9iBnHwui*Kyffl-r#«t, *©nyaj 

*tifcffilBBf^b«t8y*A#LfeilulB/K*^ h 'J <7 
XA^S«HWOW«1f«i:*Jt«LTt9IB/«-r*p« h 
y ^XA»««6 x 6<7)fll*a)iE^'tt*Wft-r*#St, 

^^j^tem^^TmiB/^*^ h vtxvm^mm 

[R*JH1 4] S5S3/^^-^ h'J^Xi:LTJg«^ 
[000 1] 

Hz^o.y7 i ^iitcfctt^a-+f5i^ mAWtswrcttxD 
hy^xA^astf/\V*y hy^xas^ 

[0 0 0 2] 

^Lj t^ofcTiE • JBBtc^-r^-t^ayT 1 ^^ 
«Oft»tc» % 1f«(c^<7-feXf SABB^IEaerfllH* 

mt*3.-v i T?&%fr*mzTzrc&<D*A&&<Dnmtf 

[0 0 0 3] *A«Klctt?K«*-K^>/\ 0 X , 7- 
KtffiJfflffnTt^J*. «AK*-K*ft<L/fcy, /\° 
X l 7-K*S*iTL*-5i:*AX l t>«Aa^t^dTffl 

-«»CcfcoTS*ti:faAfl«ayr*^i:tN5PJ) 



(3) 



^2001-216045 



[0 0 0 4] *ZT\ CftS<&MBjSl*»»T*/t-f* 
* h U^Xtfi^etl^o / h 'J *X£tt»tt4) 

««:1SA(7)raS*pJtBtc:-r^/K*p« h »J ^X£ LT/£ 
<£D6ftTl^3o 

[0 0 0 5] K-f** hU^XtCj:oTfflA*RBE-r« 

X%v/7fAi?«»t« r/^ftf* hy*XA*Ji£ 
Bj <h> Art*ftfc7 r -**»3La^Um^»«£ 
rftttNitti&j £ v *d&3H&TEBLT33<iE« 
ZL-Wco^r^SfSx-^ ( r^v^u-hj ) <hv 

— A*T***fr5fr*3urr* r^.ipj^ajj 

«/«I*ftT^5o 
[0 0 0 6] 1^(081, U /W** 

BHJ«a4:i/>dC£T* KE»3R#ttB#-r*-tf-krx 

[0 0 0 7] i«tt©A*K«t LTttflS*. 3***3. 
1ftCf^=i> h 7X h&BB£a «fc»(c7UXA?(D£ 

LED (Light Emitting Diode) 
3taT»Lfe:**^yX^icaTTfrSCCD (C h a 

rge Coupled Device) £><fc J ?&g7 l G 
"^yX^OSWffitcflitNfcJBeDiaia^SW 
*<&aiHcEI»*-B\ x*S>*/UM«fbT*i:i/>dfc<0 

[0 0 0 8] Sfcifi***, 3t**3W»fl!)-feVS/>y* 
[0 0 0 9] 

[»w#w»L«fc3tr*WB] »tta«K«4>a9i«- 

a*LT(*« A*»3tMWKflDA*^**ffL\ RKIffi 

stfaasnrc p c (M-y^mvt^-*) 

h 7 - * TIStfhfelf- / flTWr 3 1 1> 3 *ifi# i 6 ft 
[0 0 10] ISI&AJimW (X***) <h 

A^-feyy-tPWiftictfes*) (iajRBa<?> 

A**fTL\ -rft^^-^VU^iiLTPCtcSU, * 

[001 1] z<D^o^mmz^t^-^)^mmxT 
tt4>aaaa«ti& f&om^izx^ LfcfSAaaaa) 



JS*»a«7«1t-fcfX»*r**AOJWft4:«itT 
■tf-ex*ttRT*-*tf, JIIRJCttfBAOJKRTftofct 

[0 0 12] fCT% *RH<0Sttti±Ea>nHja«tt 
«U hy^XA*«Bt»MttfiBfL*i— 
fMb LTl/>ft IMI^T k ti -b * a y t 1 >r * -/I/** i: * * 
«*fc*AWK*fr3C<fc#T**/^f:t 

* h y >xwj»sff/w*> h y ^xin«KB*a 

[0 0 13] 

y*XA*BBtt. fflAlcH*<D£fl*«?«*/K* 

h y ^x^suiB«s?Bifa«i«^s^«it^ftfcBi^b« 

tcS^TW^bLTIil*-r«/K*y hy*XMHWb 

[0014] *«wc<fe*«a>/w*^ hy*xA*a 

Btt* ■AtcBMf©*»W«T**/W*^ hy^X* 
Tf*J*MtTZ*>V¥fSLts ^d6Hft*ftfc*BH51« 

^v^STx-r^^/Mb^ft/c/^*^ hy^xictu 
Ettwta^^SMcfias* n»:PmuKiTi» l 

[0 0 15] *«WcJ:«/«*p< hy^XRS^JSB 

t*v hy^AA^SBS^^toRftffftrcwe 

tf«T»*i»WlJi*«»-r*«»#«i:, MBBWfb 
»C*^TBt*fb*ftfc/^*y h y *XOA*lP$U: 
HuI3fiS»#fi8tc:«»3-ftft|iJIB/^^*^ h y*XA*« 

■B*oB»ftai*ffl^Tai«/K*p< Hy*x*a* 
fbr*a*fb*«A:, BuiBa^fb^STa^barftftau 

E/t-f** hy*X<&B$ffl3£«da^fflS#«i:* 

[0016] *»wtt<fc^fte<D/^*^ hy^xa^a 
at*. hy^AA^sa«c^«>ift^ftfc«f 
«««T**«^uitea-3^TB»fba , nfc/^*p« 

h y * X© A*WcM*A# LfcME/ t-f** h 'J * X 
A*«BH*©BWfb«*ffl^TaK/^-f h »J *X 

*a*fbr*a*fb#«t, mmmt^mTmmt^ 
ntcm&w** b y ^x©ad»s*f55a*»a# 
«t«a*Tu>*. 

[0017] *«wtcj:*g!ifl!)/w*P«hy*xa«a 
st*. /t-f** hy*xAaaB«c*»H*s*ife» 
aaa?s«v»fba«fiwr«fiw¥tt&. guiB0g# 
<ui3^«?a*i^Lt Lra»a*tift/^*y hy^x 
oAtsmz^ww*^ h y *x*saEWMba*w 

yfflr#«t, *OKyfflStiftMEBMKbai:WE« 

»#«K«a*ftfcB»wuii*Jt«LT«E/«-f*^ 
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[0018] K&mz&zzzizmo/w** 

StifcMf h U *X<0A*BSlcSR/^r*y h y * 

x^6iuEPg*fb»^ixyai'r#si:> *©wynj*ti 

XA*KB*60)«WiEatt*WS-r«#«4:s *G> 

[0019] rsto-Sx *»wco/^*p« h;<?xa*j 

A*K«TTO#*ti*/W*p< hy*77-* 
*Art«Ml*ie&«T*»fbU **CS*A*jlSllII*i 

[0 0 2 0] c*Ucj:oT\ /W^h'J^^Sl 

*A$IK£f7 oCt rT1I8£ ft*. 
[00 2 1] 

/K** hy *x?jj&m<Dmiit*mT7ny*mT*& 
*sttTtrd»&a)*iffi(o— m*m ltis y , jg^A^^ 

B 1 £*-:7/l/**<BP-*/l/ftS«te J: p c izmm 

[0 0 2 2] =«RA*Jl*B1 fcfcfc«**-fe>-tf 1 1 tfgflg 

tc^comp^^S^L. JMBLfcArtiBflteTVv^ 
^x-^tcSjftLT^SIB^Pg^bSPI 3ttiH* 0 BB^- 
<b««»as 1 2 «— fc- WlCffl6ftT^ft^W«* 
*g<h LT*<&»»A*>SB 1 <0fflttH«<&B«fb«*« 
i#T*o ctilix fll^tf 2 5 6b-y KBkTy hBHTPS 

[00 2 3] L&fkR»f bfl! 1 3 ttPf *{b««i#ffi 1 2 

*<b»a*s-5o cow^bas^LTi*. des (d 

ata Encryption Sandard) 
i: T £ £ 5 ftj«lttfM^5C0>Bi W b3fr»*ffll/>* z t 

mmxa (i^hhx) 4>wwb*s*wfa«ci: 



*W»fbU:/Bi/>* c <h U:ft£ 0 
[0 0 2 4] Sft, JBSKJioTtt^ttWHbttS'? 
ft<Tt,x ArtiS«<0^<>^ffliJB«fc5/^ hLfcy* 

An*Afcyr*x^5v^;u«is*«fflu 
5>7/U*a*-r*;u-/U*s»<b«i:LTi«^b«« 
»»i 2tcB<ti>3*atiRrtBT**o 

[0 0 2 5] *g&A*l£IB 1 0«fig^<t LTti, 

JWMrVttl K OMinNHbffil 3, WHbflfiHHM 

tf. fiMRHzvm i^6H«eg*fbiSPi 3^\OF*ggp« 

B»fMMBt»l 2ft6HMWb«l S'mdiW 
WWMIUfcy. *ftSa***tt«frS©**-?B 

l/c y ata l«: y a ic«ij$*r* t i^ctv 

[0 0 2 6] C(7)*«SfitLTt4, SJR-fe>+M 1 

* *y 7±lcp|«l»KKb«P 1 3 <h Bf «f b««»8P 1 2 t * 

•feVtM 1 <DJi#g|3<hLTCMOS (Comp I erne 
ntary Metal Oxide Semicon 
due tor) O-f*— 5>+*v7*WfflU ^(DIH— 

[0027] **^w: % igsR-b>+fi i^minnwsfs 

6BHWbaW*T*«»-r*t^3CttiT**o 
[0 0 2 8] J§$*A*J|£B1 7;b»OP-*iUft 

ft* $S«Jf SP 2 4 tc N «OflHRHR«flB 2 LTffiffl 
-r*SttA*«Bl<D<H*W«:a^ftBW^b«^ -^o 
A*««©MB5U^ Ml D) fc»lcLTB*LTfc 
SffiftjWtfnTl^tir^JSttA^StBlflDKBI 

D(cMfKr*fl*}MHR9fb*2 1 izm? 0 wmmmt 

SP2 1 «4*©«*«t\ »RAAttllfr69K?fi:fi 

[0029] c(oa*«iat*»ttA*s« 1 <ommv£*§- 

*o 

[0 0 3 0] iJ^Bt^ftSPI 3^tt3®»®»* 

a©«HaKb*S6*H^T^n«, «^b««»BPl 2tc 
«Jt*tlftfc0)iRI-(7)«*ffllL^fea**fil\ CtlT 

[00 3 1] *fc, 4J|«a^ cDPi^ 



(5) 



^2001-216045 



C*l-eiEL<!I*7***«$tc«»ttA*««ia 

[0032] ^etc mmnmtmi 3^i«^)7 

«»ttA*J8B1Stf*C^63SSnT<*«*tfjEa 

[0 0 3 3] tttt1«t»Attffi2 2ttMMKJHbtf2 1 T 

IUrr*o a— tfgiJ»««IWWI^- , 3 p ;U2 6»flMRIH 

tM«m*V2 3tt»ttW«ttti«2 2TsW66tife*B 
tt^ < hiL--tfSU*i«^ti1f$R7 l -7;U2 6 legs** 

»wjW2 5;cjrr. 

[0 0 3 4] JX±<D»tt-feVit1 K *SIM$ttaiffi2 

2, tiMmmtt2 3tttsmmG*wtom8im£ 

LTte* WBIIS 56-24675 *4i«-¥>WI«^ 4-3 
306 5«iMluK«S*lfc rfflRRttSBj tf<6* 0 
[0 0 3 5] WHPB5 6-2 4 6 7 SfMtEiSft 

1HO]»JB«Jaiz»SiJLrc^tc&ntS«^'S<!:±IBW 

[0 0 3 6] 1$BB¥4-3 3 0 6 59fi«tiEtt 

fe L < tt**«0»O^Tt A*J»RfcflI>!!H**ff 3 C <t 
tCcfcoTv IVK«9a)iK||^>3g9](<:M^L«:t\ 

[0 0 3 7] ISdtSJR¥U£ffi2 5ttflMftA*J«111 frS 
aSftT<*WK>IEStti* »R1«tlUH«ffi2 3 7^ 

LTHi^-r^c JWca^fc*^ *MMHftffl2tt«fll 
?^Tl^5(if^ASg1 1 (CH*T*WBT**(* 
ro>«1WB*H»<bflWlfia«B2 4<Dx-?7l/#S«iR 
U *ti*ffl^T««A»*B1 6 x 5i£S*i*fPf£« 

[0 0 3 8] jEL<«***fB*4:«*rft3b , B. JSttA 
^■Hcfc^TJSJR-tzV-9-1 1 frea^tlfcfi^tf) 



« «(ctt»RAAttBl ffiESStttOT, Sfc»ttA*l 

[0 0 3 9] — ^ N pS!(LTt^^fs jEL<flE-97$ 
ft#ofc»SU:tt, ^nWiJBttA^KHI^jEafttfl!) 

[0 0 4 0] H2»4:9Bna)fBOmtftKcj:«|||ftAA 

««<7>«j««s-r7py^iar*«o a 2^231, vet** 
t mate* p c*icfei>T2-ifo)py 

<V*»«?f7d»«0«a<D-«*/TxLTfiy, fins 
A^»3^^-^;H?con-^;b^g^tCcfcoTPC 

[0041] «WA*««3tc«}Btt-fevy-i i#sff 
(cf^ttmMiKL, wLfcAamMtx-r^* 

/Ux-*te£*LTfrSWFafrLiV:3~-#3 1 

^A*««W«1f««^3 3ttHlfta-Wtc 
fflSftT^ft^««««£ LT^-dJg^A^^M 3 <0i® 

[0 0 4 2] ^i^Lxyi]-? 3 1 &Jg**A*JgS 
«KHMHH5ffi3 3fr6*OWB11HI*SKy, «?a 
frLxvzi- K*3SteJ:oTe:n*A*H«ca»iai 

[0 0 4 3] (1) a^L^-^fcaVxV 

(2) a^L*ai&a^«#iBw*Wuaui-r*c:i 

»rIIBT**, (3) afrLttaVxVyfclPILTfc 
»y, ttffi^RHBTSS, (4) uv^vyOjpJfflfiDiffl 

*«ofessw=»3»«?afrL*i«aE-r*fl!)ttHiiT 

««tl^«i*J»o. (2) ttlWWb««tei5tt3* 
y ffl-eftt/><fc 3 «:ttffl^*Htt« c £ lc «fc o Tfrfcti 
[0 0 4 4] ±E©«^frLS«*^T*cfcte* 

^Ts av^vyTassjKttMtcsefbs-ttictft 

<. ■*afrL7 r -**tO)*tca46afeCi3!?T*, 
**Mtf:£fb*-&*Ci:fc<* a^Lx-*****-*! 

»-s«r*c4:*T*ftu\, «^afrLflBfiojta»a 

<0fll£ LTli, «*(flMPF8 - 2 4 1 4 0 3*£«tc 
KnOXi&mflW- 10-224793 3«£«tCEK 

[0045] NfH?8-2 4 1 4 0 3§a8lClB8©^ 
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KcfcoTtfJETact'^ B«w>rt**E 

[0 0 4 6] WIJHM 0-2 2479 3 3^18 

WE«08ffirW\ B^afr Ltf*AffftfcM PEG 

(Moving Picture Experta G 
roup) Xh'J-Aiit)^ J»A*tlfc«?a*L 

[0047] Mf % ±sE(DimXfimm 3 (D«^5£<h LT 

*9WR(D-niM9itmmz % MMzvtM k »k 
A^«*»miBB«^fl5 3 3, ■rarLiya-i ?3 

?l^Ll>3-^3 1 a)iti?3«W*il<7)**a-+f(3D 
^B«x-*tf***raT«?<DT* iI«rt§5»B<0 
fc»fcH»S3 2K*^TW»fb»»f55. Cftttil 

[0 0 4 8] *IRA*K«3t^->r;u»a)P-*;ua 

jwtc«feoTf«tfnft»ttiH*aiJ4tcfe^TB^ 

B^a^Lx=l-#4 2tC&l/>Ts t?^Li> 
a-* 3 1 tDX>a- KCO^tC^iSL/cxZl- K (« 

[0049] jbirajjsb 3 itmm&m^titmzs 

*<D«BffllM>l D (BSU?) *ffiUH«S4(c:a«. 
JWRBBdW4TB*a)rtWa)J»ttA*»«l D«J#ffl54 
3 tc, ?4>»tftB«8M MMLTflnreffiRAftS 
B 3 OfHWcsKS*- «**<D AaSBOBflW 

(KB ID) .fc*KcLTIB«LTfi<« ZOfHMMH* 
R^^AA«BO»ttAASB«BB1ff«ff}»a3 3K 

[0 0 5 0] «»A*«B I D«j#8M 3tt»ttA*JK 

*WB1t**RiaLT*8ttA*«B I D]t«»4 4tcai 
"To »JRA*i*Bl Dib«»4 4tt*0«t. B?a* 
L 7 s =1 - * 4 2 lC*l/*T«ttl *tlfea*> Lf-*t *Jt 
IST^c fcL'b, tB«A**B3*«iEafl:^<0T**itf 

[0 0 5 1 ] i»BW*«ttUJ«2 2tt«TafrL7 r a-y 

4 2i^6UA^nrcBBim^6}imB«(cffiL^m 

^ftgr^o :i-VS"JtSJ|RSai«fflx-7;l/2 6ttflHR 

Mttmmfttf 2 3tt»ftmfHAtitffi2 2T 
*ttSnfc«JI4W«ia-VaiJ^H«f«x-5 r /U2 



6 KB»SftfcJWM»«i:(0IHd«fTU\ «SlR«B«fS 

[0 0 5 2] MM*mB&2 5(*»ttA*l»B I Dhb 
|»4 4^JCr«»ttAX]«B3a)jEStt^. JWRW 
MHS8P2 3T#d&6n**raB$©«»£*tt«U 
*A5SiS0)Sg^i:LT[±i^-r^o ftlCxB^/ccfcdK, JS 
ttBB*»4tt<M**lT^*»ra)««A»«B3ttH 

*"W*T»*ttra)if«3B««?a3^LtLTB»a* 

tlTL^tltf, BttA«m3#iEatt«>0>?« *fc«MR 
A*«B3 6^S<D«*3!?3«*Tc«S**lT^a^Ct* 

[0 0 5 3] *3TttlNHd(<:(& *n(*JBttA»«B 
3 tflEMi ftfc©Ttt«:l/>J!>\ *fcl*SttA*j8B 3 #6 

[0 0 5 4] H3tt*»flB<7)gll^)jltt«y^J:«B«A*l 
KB0)«ltt*a%f7n y >H7««. El 3 (cfci>TB* 
5BW0)fBa)SIJItftlt*:J:*BBA*J*B**y h9-?T 

[0 0 5 5] JB»A»ttB5«a.-W*Jffl-r*-9--e 

pc. &zw*ismaigmmtc&zi£mfait<opos 

(Point Of Sales) 4»5fcTfc cfclA, Ctl 
e^-ex^7^7> h«BWP**a— «ftc»LT 

ffl< t)\ a-W*A»B • ISIiEtcflS LTttflMR-*-/* 
6tJSttA*«B5t©a«*. *#*BArtc«BL 

[0 0 5 6] ^-fcfX^^-f7 , Vh7tcS«7rtircfglR 
AAttB5»*B«OfAa>BttM&n«^«UB«:K«s 

ra«(D»f^*fi3o B?afrL3(?a»ii*n/"c»«A* 

[00 5 7] tr- bfX*5*f7'Vh7£*y h^-^tc 

A*)£B5<DIEaiS<!:, ttttWftB*«2 3T*»S*l 
*JWRB$<OIS»i:«:B$L, *A»B0)IS»i: LTHB 

[0 0 5 8] tU SttA*)SSB5U\ *58Ul<Dffi<B* 
MfflM)»$£Ba y s *RttPMMH»£ ttfiKc»ttA*« 

B»eit«H5a*«3 3 tc«w*hfc*BWiHa*, &mi& 

[0 0 5 9] *8®B«^gP6 1 TH*& 6 ftT* 
e»©4JMBtc»jCLfclMMKEcfeoTtt*U »«A 
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WIH 2001-216045 



[0060] c<o&mz-o^T&*mM<Dnv>nffimiz 

[006 1] «ttV--/«6ttll«IBJIM>J£V2 5<DtiJ*J 
- tf #IE«a>:i-tfT* U flOSttA*«« 5 lEStOD 

[0 0 6 2] ±fB(D*XKO)Ktm0!)Kn?tt. iW* 
SMR-tvtM 1^ »«m«ttttiffi2 2* JSJRW 

^<&«^ia*^*T\A*ltf*U T-i-JZMt-Zfttc 
[0 0 6 3] CCOcfcdUl, B^BUftl*ft¥R?$J9:^ 

*pCHJ*XAa£«tf3K6, BftStirjESafcCDT 
LT*AKfiE*»r-r * C t3B«7?**. 
[0 0 6 4] EfUcfcoT, /W*^h«J*7A»» 

■«Stf* fte^^tcA^L/cfteAWi^coij^x-^ 
A^-tV^^^T^'&iQSBPtCA^-rSi^da 

y, f&&mmT*izy-\?x&m&?%*A<Dt§ifotm 

£^3C<hfcH3cyf#fcl,\ 

[0 0 6 5] T&fe-S, x-^ti^fnTl^ttl^B 



[0 0 6 6] £fc. *»W©*J©Jtl*«l©»a*t*C 
[0 0 6 7] 

^<h^^L^-^fbLTt^^li'&T^-t+ay7 i 
[Hi] *«ffilt«:j;*/^*p< M^XA^] 

[H2] *mw<Dte<Dnmmiz&z>tw** hy^xA 

[H3] *58W©g'J<D*Slt«!I^J;«yK*p< h'^XA 
[ft^KtJi] 
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